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PABOYASA NPOMrPAMMA YYEBHOU OAUCLUUMINUHBI
B1.0.26 3awuTta uHcopmauum

1. Koa n HaumeHoBaHMe HanpaBneHus NOAroToBKu/cneynanbLHOCTM:
09.03.01 lHebopmamuKa U 8bldUCIUMErIbHasi mexHuka

2. Mpodnnb nogroToBkK/cneymanmsauus:

BbiqucniumeribHble MawuHbl, KOMII/1eKChl, cucmemMb! U cemu

3. KBanudwmkauusa (cteneHb) BbiNyCKHUKA: 6akasiasp

4. dopma oby4yeHUA: oyHas

5. Kacdbeppa, oTBevalLan 3a peanusaumio AUCLUNIINHBI: 3/1EKMPOHUKU

6. CoctaButenu nporpammsbli: Kpetos NaBen AnekcaHgpoBud
(PUO, yyeHasi cmeneHb, y4eHoe 38aHUe)

7. PexomeHgoBaHa: HMC duanyeckoro cakynoteta 23.06.2021, Ne npoTtokona: 6

8. YuebBHbIn roa: 2024/2025 CemecTp(bl): 7



9. Llenn 1 3apayum y4e6HON ANCUUNIIUHDBI

MpnobpeTeHne TeopeTUYECKMX N NPaKTUYECKMUX 3HAHMI O COBPEMEHHOWN Kpuntorpaduu,
HeobxoaMMbIX A58 pa3paboTky NPorpaMMHbIX CUCTEM 3aLLMTbl MHpopMauuu.

10. MecTo yye6HOM ancumnnuHbl B cTpykType OOl

[na ocBOeHMsA TeopeTU4ecKoro matepuana Kypca Heobxoanmbl 3HaHMS OCHOB MHpOPMATUKM 1
ANCKPETHOW Teopun BeposTHocTen. JlabopaTopHble paboTbl JONONHUTENBHO TPEOYIOT HAaBbLIKOB
nporpammupoBaHns Ha a3bikax C, C++ unu Python, yBepeHHon paboTbl C KOMaAHLHOW CTPOKOW
Linux nnu nHon onepauymoOHHON CUCTEMBI.

11. MNnaHupyemble pe3ynbTaTbl 00yYeHUSA NO AUCLMNNIUHE/MOAYIIO (3HaHUS, YMEHUS,
HaBblK1), COOTHECEHHbIE C NNaHupyeMbiMU pe3yribTaTaM1M OCBOEHUs1 obpa3oBaTesibHON
nporpaMmmbl (KOMMNETEHLUAMU BbINYCKHUKOB):

Koga HassaHve komneTeHuun Koa(bl) WHamnkatop(bl) MnaHnpyemble pesynsraTbl
00yyeHus
OlK-3 | CnocobeH pelatb OlK-3.1 | PeanusyeT Ha npakTuke ObecneuunBaeT 3awWwnty
CTaHAapTHblE 3ada4um NPUHLUMMBI, METOAbI U Nonb30BaTENbCKUX AaHHbIX Ans
npoceccuoHansHom cpencTea peLueHus 3agay npodeccnoHaneHom
AEeATENbHOCTN Ha OCHOBE CTaHZapTHbIX 3a4ad OesaTenbHoCTH
MHGOPMALIMOHHON 1 npodpeccnoHarnbHON
oubnuorpaduyeckomn OEeATenbHOCTH
KynbTypbl ¢ npumeHeHnem | OlK-3.2 | Onupaetcs Ha 3HaHWe Brnageet 0CHOBHbIMM NpUHLUMNAMN
MHOPMaLIMOHHO- OCHOBHBIX 3alKMTbI MHOPMaLUN NS peLleHns
KOMMYHMKaLNOHHbIX MHOPMALIMOHHBIX 1 3agad npodeccruoHarnbHOm
TEXHOMOMUIA U C Y4ETOM Bubnmorpadunyecknx OeATenbLHoOCTH
OCHOBHbIX TpeboBaHuI NCTOYHUKOB Npwu
WMHOPMALIMOHHOM peLueHun 3agav
BesonacHoCTK npodeccuoHarnsHon
OesaTenbHOCTH
OlK-3.3 | Ucnonbayet Wcnonb3yeT coBpeMeHHble
COBpPEMEHHbIe cneumanbHble NPorpaMMHble
WHCTPYMEHTBI NpoayKTbl AN 3aWuThl
aKkTyanusauumu nHdopmaLmm B paMKax 3agad
nHdopmaumm o cnocobax | NpodeccuoHanbHON AeSATENBHOCTY
pelleHns 3agay
npodeccnoHarnbHON
OesaTenbHOCTM Ha OCHOBE
NHPOPMaLIMOHHON U
Bubnuorpadudeckon
KynbTypbl
OlK-4 | CnocobeH yyactBoBatb B | OlNK-4.1 | Pewaet 3agaym B Onupaetcst Ha OCHOBHbIE
pa3paboTke cTaHOapToB, obnactu HOPMAaTMBHbIE aKTbl U 3aKOHbI B
HOPM 1 Mpaswun, a TaKke npodeccrnoHasribHON obnacTtu 3awmTbl MHopMaLmm
TEXHUYECKOM OeAaTenbHOCTH, ONMpasicb
AOKYyMeHTaLmu, Ha 3HaHWA O
CBSI3aHHOW C CYLLECTBYHOLLMX
NpodeCccUoHarnbHOM cTaHZapTax, Hopmax u
AEeATENbHOCTbLIO npasunax
Orl1K-4.2 | BnageeT npuHumnamMmm PaspabaTtbiBaeT AOKYMEHTaLMIO MO
NPOEKTMPOBaHNSA NCMNOMb30BaHUIO 3aLUMLLEHHBIX
TEXHUYECKON JaHHbIX
OOKyMeHTaumm,
CTaHZapTOB, HOPM U
npaswn B obnactu
npodeccroHasibHoON
OesTenbHOCTH
OrlK-4.3 | AHanuaupyet [MpoekTnpyeT NpoTOKONbI ANd
HeobX0aMMOCTb nepegayv nidopmauum B




C030aHUS HOBbIX
CTaHO4apToB, HOPM U
npasun B obnactu
npodeccnoHarnbLHON
OEeATeENbHOCTH

3awmndpoBaHHOM Buae

OlK-4.4

OnuncbiBaeT 0COBEHHOCTH
TEXHUYECKMX pELLUEHWU B
obnactn
npodeccnoHarnbHON
neaTenbHOCTU B
OOKyMeHTauum

[lokymeHTUpyeT npouecc
pa3paboTku NporpaMMHOro
obecneyeHnst ¢ TOYKM 3peHmst
3aLUMTbl AaHHbIX

BbISIBNSIET U ONUCLIBAET BO3MOXHbIE
npobrnemel ¢ 6e30MacHOCTbI0
nporpamMmHbIX NPOAYKTOB

12. O6beM AucUUNuHbI B 3a4eTHbIX eanHuuax/vyac: 5/ 180.

dopmMa NpomMeXyTOYHOWM aTTecTalMn: SK3aMeH.

13. Buagbl yueb6HoM paboThbl

TpygoemkocTb

Bug yuebHol paboTbl Bcero go cemecTpam
AyOMTOPHbIE 3aHATUA 72 72
B TOM Yucne: nexkumu 36 36

npakTuyeckue 0 0

na6opaTopHble 36 36
CamocrTosiTenbHas paboTa 72 72
dopma NPOMEXYTOUYHON aTtTecTaumm 36 36
(3a4et — 0 yac. / ak3ameH — 36 4ac.)
Wtoro: 180 180

13.1. CopgepxaHue ANCLUUNIIUHDI

HanmeHoBaHne
pasgena ancumnnuHbl

n/n

CopepxaHue pasgena AnCcuuniunHbl

1. Nekunn

11 Kpuntorpadwus B
UCTOPUN N KynbType

Lienu v 3apgayum kpuntorpadpun. Knaccudpukaumm wmdpocuctem:
CYIMMETPUYHBIE N aCUMMETPUYHBIE, C 3aKPbITbIM U OTKPLITHIM KIHOYOM.
Kpatkasi uctopus wudppos n kpuntorpacpmm. YactoTHbIN aHanm3 kak cnocob
B3rioMa Krnaccumyeckux wudpos. LLndpsl B nuTepatype U COBPEMEHHON
KynbeType.

1.2 MoTokoBble Wwndpbl

OpHopasoBblIi GNIOKHOT M TEOPETUKO-UHGOPMALIMOHHASH KPUNTOCTONKOCTb,
wudp BepHama. NeHepaTopbl ncesgocnyyvariHon Yucen (IMICY).
Cratuctumdeckme tectbl Ha MICYH u kpuntocTonkocTb MICYH. Mpumeps! IMICY,
HenpUrogHbIX Ans KPUNTOCUCTEM (IMHEWHbIN KOHIPY3HTHBIV reHeparop,
perucTp cagura ¢ NMMHeENHon obpaTtHow cBaA3bio). Mpumepbl IMCY u
KpunTocuctem ¢ n3BecTHbiMK yassumMoctsmu (RC4, CSS) Ataka «BcTpeuun
nocepeanHa» Ha npumepe CSS. CemaHTU4ecKast KpUNTOCTONKOCTb.

13 BrnoyHble wWundpsl

MoHaTua ncesgocny4vanHon dyHkumm (MCP) n ncesagocnyvanHom
nepectaHoBkm ([1CI1) kak ocHOBbI 6rOYHbIX WKngpoB. Kpuntoctonkocts MNCPD un
MCr1. MocTpoeHne NOToKoBOro Wudpa Ha ocHoBe 6royHoro. KpaTkasi uctopus
ctaHgaptmnsaumm wngpos DES n AES. Cetb ®einctensa n eé€ cBoncTea.
Teopema 0 CTOMKOCTU TpEx3BeHHoM ceTn Penctens. MNocTpoeHue 6noYHOro
Wwndpa Ha OcHoBe NOTOKOBOro. BHyTpeHHee ycTporcTeo windpos DES n AES.
M3BecTHble aTtakn Ha DES n AES. YcoBeplleHcTBoBaHHble Bepcun DES:
wwndcppbl 3DES n DESX. MoHATMS 0 NnHENHOM 1 anddepeHuManbHOM
KpuntoaHanuae 6rovHbIX WKgpoB, a Takke atakax No CTOPOHHUM KaHanam. O
porv KOMMUIIATOPHbLIX ONTUMMUM3aLUNIA B YI3BUMOCTM K aTakaM No BPEMEHM.

1.4 Pexx1Mbl paboThbl

OnoYHbIX Wndpos

CTO0MMKOCTb BMOYHbIX LWMEPOB AN ANUHHBLIX COODLLEHMA. Pexnmbl paboTsl
«aneKkTpoHHOoM kogosou kHurn» (ECB), ¢ peTepMUHUPOBaHHBIM CHETYMKOM
CTR v obpatHou cBa3bto no wudportekcty (CBC). PaHgomusnpoBaHHble




wndpsl, MHMUManuampytowme sektopa (V) n ogHokpaTHO ucnonb3yemMblie
yncna (nonce) kak cnocobbl NpeoTBpaLLeHns aTak Ha ocHoBe nogobpaHHOro
OTKpbITOro Tecta. MNagavHr nocneaHero 6noka coobueHus. MNpegensl
BesonacHoro ncnonb3oBaHus Wngpos B pexumax CTR n CBC.

15

AyTeHTndpunkaums
cooOLLEeHni

KoHTponbHble cyMmMbl, koAbl ayTeHTudunkaumm (MAC) n xew-gyHKLMN 1 nX
oTnnuus gpyr ot apyra. Kpuntorpadudeckas crorkocts MAC. MNocTpoeHne
MAC Ha ocHoBe NC®. PacnpoctpaHéHHble koHCTpyKuun MAC Ha ocHoBe
MC®: ECBC MAC, NMAC, PMAC. lNMagauHr nocnegHero 6noka Kak cpefacTBo
NPOTUBOAENCTBNSA atakam yanuHeHusi cooblleHusa. Onpegenexve xeLw-
dyHKUMI. Konnmamm xeww-tyHKUNA N X CTOUKOCTb K KOnnuaunam. Napagokc
OHEN POXAEHUSA M NOWCK XeLLU-KOnnuanm nonHeiM nepebopom. CTpykTypa
Mepkna-[amropa kak cnocob nocTpoeHus xeww-yHKUNA ANNHHBIX
coobueHun. Teopema 0 KONNMM3nAX MepKn-4amropoBbiX XeLl-yHKLNA.
CtpykTypbl asuca-Menepa n Musrytu-lpeHens kak ogHU n3 BapuaHToB
NOCTPOEHUS OOHOCTOPOHHEN DYHKLMM CXaTUst ANs UCMONb30BaHNS B
ctpykType Mepkna-Adamropa. HMAC kak cnocob noctpoeHne MAC Ha ocHoBe
xew-cpyHkumn. Kpatkmin 0630p xeLu-pyHKLMI, UCNONb3yEMbIX B COBPEMEHHbIX
wudgpocuctemax. O ctonkoctn HMAC-SH1 n HMAC-MD5. O gonyctnmocTu
NCNoNb30BaHMsA YCeYEHHbIX Xelw-dyHKUu cemerncTBa SHA kak npedmKcHoro
MAC.

1.6

AyTeHTuduumpyoLlee
wngposaHmne

MoHATMe uenocTHOCTM WNGPOTEKCTa U aTakM Ha OCHOBE NogobpaHHOro
wudpotekcta (CCA). Wndpsbl ¢ ayteHTUdUKaumen (AE-wndpbl) Kak
cpencteo npotuBogenicTeus CCA. MNpumepbl cuTyauun, B KOTOPbIX
Heobxoammo ncnonb3doBaHne CCA-cTonkmx wndpoB. Cnocobbl NOCTpoeHne
AE-wundpa npu nomowm cummeTtpuyHoro wnudgpa u MAC. AccoummpoBaHHble
AaHHble AE-windpotekcta (AEAD). Mcnonb3sosaHne AE-wimndpos B TLS 1.2.

1.7

Tunosble 3agaun
3aLmThl MHpopMauun

LLindpposaHme oTaenbHbIX hannos un kaTanoros. [onHognckosoe
wndpoBaHue. KoHTpornb nNpas nonb3oBaTtenen B MHOronob30BaTeNbCKUX
onepaumoHHbIX cuctemax. iaeHTudukauus, aBtopmsanmsa n ayteHTMdukaumns
nonb3oBaTenen B KOMMNbIOTEPHbIX CETAX U OHNaNH-cepBucax. 3alinta ceTeBbIX
npoTtokosnoB npu nomowum TLS. O630p TexHonorun ans cosganust VPN-ceTte.
WHdpacTpykTypa oTkpbITbIX Krtoden (PKI). dusnyeckune cpeacrtsea 3awmThbl
nHdopmaumm. KOpuagudeckue cpegcrtsa 3awmTbl MHpopmaumn: 6asoBblie
cBefeHUst 3 obnacTn aBTOPCKOro U MAaTEHTHOIO MpaBa, PEXMM KOMMEPYECKOM
TanHbl. 3aKoHbl 0 KpunTorpadumn B pasHbix cTpaHax. OTe4ecTBEHHbIE
Kpuntorpadgu4eckmne anropuTmel.

2. [NpakTnyeckune 3aHATUA

3. labopaTtopHble paboThl
3.1 KpunTorpadcus B MporpammHas peanusaums wndgpos Llesapsa n BuxeHepa. Banom wngpos
NCTOPUN U KynbType NPOCTOW 3aMeHbl NPV NOMOLLIM YaCcTOTHOIO aHanuaa.
3.2 MoTokoBble W pbI VMccnepnoBaHue cTaTUCTUYECKMX CBONCTB JIMHENHOTO KOHIPY3HTHOIO
reHepartopa. Vicnonb3oBaHue GaTtapeun ctatuctndeckux tectos dieharder ans
TectupoBanud [MCY. WundposaHue annos npy NOMOLLM KOHCOSLHON
KomaHgpbl openssl. Vicnonb3oBaHue 6ubnuotekn Crypto++.
3.3 BnoyHble Wndpsl YckopeHue BblumcneHns AES npu nomoLum MHCTpyKUuuin aesenc/aesenclast.
3.4 Pexumbl paboTbl Peanusaums 6novHoro wudposaHus B pexnmax AES-128-CBC n AES-128-
BnoYHbIX WKdpoB CTR.
3.5 AyTeHTndunkaumns Vcnonb3oBaHue NHCTPYMEHTOB KOMaHAHOW CTPOKM Linux Ans BblYUCTIEHUA
cooOLLEeHnI xeL-cpyHkumn dannos. Ncnonb3osaHne moaynsg hashlib ctangapTHom
6ubnmotekn Python ans BbluncneHus xeww-cpyHKuniA. NMonck Konnmaum xeLu-
dyHkuun MD5 meTogom nonHoro nepebopa.
3.6 AyTeHTnduumpylolee | AyTeHTuuUMpyloLLee WngpoBaHMe CooOLLEHMS NMPU MOMOLLN
LndpposBaHmne Chacha20+Poly1305.
3.8 TunoBble 3agayn HacTpoiika nonHoAMCKOBOro LWndpoBaHua npu nomolum Veracrypt n

3aWuThl HopMaLnK

cryptsetup/LUKS. YnpasneHus npaBamu nonb3oBaTenern Npu nomoLLm
KOHCOMbHbIX KOMaH Linux v rpynnosbix nonutnk Windows. Hactpornka VPN-
cetu npv nomowim OpenVPN n Wireguard.

13.2. Tembl (pa3aenbl) AUCUMNIUHBI U BUAbI 3aHATUN

Buabl 3aHaTui (YacoB)
Ne HanmeHoBaHue TemMbl CamMoCToATens-
n/n (pasgena) aMcumMnnHbI JNlekummn | MNpaktnyeckne | JNlabopaTopHble Has pa6oTa Bcero
1.| Kpuntorpadwms B uctopum n | 3 0 4 5 12




KyneType

2.| MNotokoBble WndpsbI 6 0 6 12 24

3.| BrioyHble Wngpsl 6 0 6 12 24

4 Pexxumbl paboTbl 6104HbIX 4 0 3 7 14
Lwngpos

5 AyTeHTmcbvvmaum 6 0 4 12 22
coobLieHnn

6. AyTeHTudMnLMpyoLee 3 0 3 7 13
LwngpoBaHme

7 TunoBble 3agaym 3awWnThbl 8 0 10 17 35
WHopmauum
WToro: 36 0 36 72 144

14. MeToauM4ecKkue yKkasaHus Ansi 06y4aroLWwmxca No 0OCBOEHUIO AUCLIMMIIUHDbI

[lna ycrnewHoro 0CBOEHUst ANCLUMMNIMHBI B NEpPBY0 ovepeab HeobXoamma perynsipHas U nnaHomMepHas
paboTa Ha NeKUMsX U NpakTUYecKMX 3aHATUAX. CTyaeHTaM PeKOMeHOYeTC BECTU COOCTBEHHbI KOHCNEKT
neKkumin, nepecMaTpvBaTh U OOMOSHATL €ro Npu NOAroToBKe K ouepeaHon nekumn. Cnegyet obpaTtuTb
0co60e BHUMaHNe Ha MHOrOYMUCIEeHHble onpeaeneHns KpunTorpaduyecko CTOMKOCTM PasnnuyHbIX
NPMMUTUBOB U TO, KaK OHU CBSA3aHbl Mexay coboi. Takke pekoMeHayeTcsl 3arnoMunHaTh aHrmnossblYHbIe
ab6peBunaTypbl U TEPMUHBI, HECMOTPS HAa TO, YTO B KypCe NPUBOASTCS UX PYCCKOA3bIYHbIE SKBUBANEHTbI 1
nepesofpl. MpUBETCTBYETCA NCMNONb30BaHME AMarpaMM, MEHTambHbIX KapT U UHbIX CNOCOGOB
cucTemaTtusaumu matepuana.

Kypc npegnonaraeT npegnonaraeT Hanuyne y CTyaeHTa yBepeHHbIX 3HaHUIW Mo npeablayLwmM AMCUMnIInHamMm,
No3TOMY B Clny4ae BO3HUKHOBEHMWS 3aTPYAHEHU pekoMeHayeTCs B NepBYyl0 ovepeb YCTpaHUTb UMetoLmecs
npobenbl B 3HaHWAX, @ 3aTeM, eCny 3TO He MOMOrNo, 06paTUTLCS K OCHOBHBIM U AONONHUTENbHBIM
NcTovHuKam. CTygeHTaMm, 3HaKLWMM aHTIIMNCKNIA A3bIK, HACTOATENBHO PEKOMEHAYEeTCA 03HAaKOMUTLCS CO
CTEHMOPACKMM KypCcOoM npuKragHon kpuntorpadum [1sHa boHa, focTynHOM Ha obpasoBaTtenibHOM nopTarne
«Kypcepa» (nyHKT 9 nepeyHsa nuTtepaTypbl HacTosLLen paboyen NporpamMmmbl), KOTOPbLIA NOCIYXKMIT OCHOBOM
Ansa pa3paboTku JaHHOro Kypca, Hapsaay ¢ kHuramu Cmapta u WHanepa.

CamocTosiTenbHasa paboTa no Kypcy npeanosaraeT B NepByto ovyepeb paboTy ¢ TekCTamu: yuyebHmKamu,
CNpaBOYHMKaMK, AOMNOMHUTENBHOWN NUTepaTypoi. Kpome nutepaTypbl M3 OCHOBHOMO CrMCKa pekoMeHayeTcs
CaMOCTOSITENbHO UCMOMb30BaTh AOMOSHUTENBHYIO, @ Takke CaMOCTOATENbHO UCKaTb PENEBaHTHbIE
maTepwuarsbl No U3y4aeMbiM TEMaM B MHTEPHETE, KHUTax U XXypHanax.

Mpu Mcnonb3oBaHUM AUCTAHLMOHHBLIX 06pa3oBaTeNlbHbIX TEXHOMOMMI U NEKTPOHHOMO 0BY4YeHNs CTyaeHTam
crieayeT BbINOMHATL BCE yKa3aHusa npenofasaTterneil, BOBpeMs NOoAKMHYaTbCA K OHNaiH-3aHATUSM,
OTBETCTBEHHO NMOAXOAUTL K BbINOMHEHNIO 3aaHU AN CaMOCTOSITENBHOM PaboThl.

15. NepeyeHb OCHOBHOW M AONONTHUTENBLHOW NUTEpPaTypPbl, PECYPCOB UHTEPHET,
HeobXoAUMbIX ANsi OCBOEHUSI AUCLUMIIUHbI

a) OCHOBHas nutepaTypa:

Ne n/n | NIcTOYHMK

1 Cwmaprt, H. Kpuntorpadmsa / H. CmapT ; nep. ¢ anrn. C. A. Kynewosa; nog peg. C. K. JlaHgo. — M. :
" | TexHocoepa, 2006. — 525 c. : un. — (Mup nporpamMmupoBaHus).
LWHarep, B. MNMpuknagHasa kpuntorpadus: NPOTOKONbl, anropuUTMbl, UICXOAHbIE TEKCTbI HA A3bIKe
2. | Cu:nep.canm./b. WHariep. — M.: Tpuymdp, 2003. — 815 c. : un. — (3HaHWs 1 onbIT
akcnepToB.) — ISBN 5-89392-055-4.

0) gononHuTenbHasa nuTepartypa:

Ne n/n | UicTovHUK

ArpaHoBckui, A. B. MNpaktuyeckas kpuntorpadus: anroputmel U nx nporpaMmmmpoBaHue /

3. | A. B. ArpaHoBckun, P. A. Xagu. — M.: COJIOH-lpecc, 2002. — 254. — (AcnekTbl 3alWunThbl.) —
ISBN 5-98003-002-6.

Manacenko, C. . AnropuTtmbl windposanns. CneyunansHbii cnpaBoyHmk. — CI16.: BXB-
Metepbypr, 2009.

Cunrx, C. Knura wndpos. TanHasa nctopus wmdpos n nx pacwmdpokm / C. CuHrx. — M.:
Actpenb, ACT, 2007.




6 CnoBapb kpuntorpaduyecknx TepmuHoB. / [og pea. b. A. MNoropenosa n B. H. CaykoBa. —
" | M.: MUHMO, 2006. — 94 c. — ISBN 5-94057-257-X.

OopoHuHa, A. B. OcobeHHOCTU nepeBofa Kpuntorpadnieckmx TEKCTOB C aHIMMINCKOro A3blka Ha
7 HEMeLKN 1 PYCCKUIA s3blkn Ha npumepe pacckasa Aptypa KoHaH Jonna «lnawyuwime

* | yenoseudkn» / A. B. lopoHuHa, E. B. BensHuna, H. A. KaHgakosa, J1. 0. KypuakoBa. // FOHbIn
yyeHbin. — 2020. — Ne 1 (31). — C. 14-19. — URL.: https://moluch.ru/young/archive/31/1810.

Instructions 'Testing RNGs with Diehard'. — URL:
https://webspace.science.uu.nl/~sleij101/Opgaven/LabClass/site/asm_diehard.php

B) MHPOPMALMOHHbIE 3NEKTPOHHO-00pa3oBaTesNbHble pecypchbl (0duLmanbHble pecypchl
WHTEpPHET):

Ne n/n | Pecypc

9. | Cryptography I: Coursera. — URL.: https://www.coursera.org/learn/crypto

10. | Cryptography II: Coursera. — URL: https://www.coursera.org/learn/crypto2

A Graduate Course in Applied Cryptography. / D. Boneh, V. Shoup. —

11 URL.: https://toc.cryptobook.us

12 BeeneHve B coBpeMeHHyto kpuntorpaduio. OTKpbiToe obpasoBaHue. —
" | URL: https://openedu.ru/course/mephi/mephi_011 crypto

13 Cryptography: Boolean functions and related problems. —

URL: https://www.coursera.org/learn/cryptography-boolean-functions

16. NMepeyeHb y4eOHO-MeTOaNYECKOrO 0b6ecnevyeHnsa AN CaMOCTOATENIbHOW paboTbl

(y4ebHO-MeTOONYECKME PEKOMEHOAUNN, MOCOOUS, 3aAaYHNKN, METOANYECKNE YKa3aHWs NO
BbIMOSTHEHWUIO NMPAKTUYECKMX (KOHTPOMbHBIX) paboT u Ap.)

Ne n/n | cTouHMK

BabeHko, J1. K. CoBpemeHHble anropuTMbl 6r104HOMO WndpoBaHnNs U METOAbLI UX aHanmaa :
yyebHoe nocobue ansa cTyneHToB By30B, 00yyatoLmxcs no cneumanbHoctam 090103

L «OpraHusaumsa n TexHonorus 3awmTsl nHpopmaummy», 090104 «KomnnekcHas 3awmta 0ObeKToB
nHdopmatusaummy / J1. K. baberko, E. A. Muykosa. — M.: 'ennoc APB, 2006.
MenbHukoB, B. 0. MccnegoBaHe MeToaoB 3alnThl ONepaLmMOHHbIX CUCTEM U AAHHbIX :

5 OnekTpoHHoe y4yebHoe usganue / B. KO. MenbHukoB, E. K. MNyrayeB. — MI'TY nmeHun

H. 3. baymaHa, pakyneteT «MHdpOpmMaTrKa u cucteMbl ynipasneHus», kadeapa
«KomnbloTepHble cucTembl U cetuy. — 2017.

17. UHchbopmMaLMOHHbIE TEXHOSOMMU, UCNONb3yeMble ANA peanu3auum y4ebHoum
ANCLUUNSINHBI, BKINOYasa nporpamMmmHoe obecnevyeHne u MHpopmMmaLMOHHO-CNpaBOYHbIe
cuctembl (Mpu Heo6XO0AMMOCTH)

Mpun peanusaumm QUCLMNINHBI MOTYT UCNONb30BATLCS TEXHOOMMWN 3NTIEKTPOHHOIrO 00YyYeHMs 1
ANCTaHLUMOHHbIE 0bpa3oBaTenbHbIe TEXHOMNOrMM Ha 6a3e obpasoBaTenbHOro noprana «ANeKTPOHHbIN
yHuBepcuteT BI'Y» no agpecy https://edu.vsu.ru, a Takke gpyrine AOCTYNHbIE PeCYpCbl CETU VIHTEpHET.

18. MaTepmnanbHoO-TeXHUYECKOE obecneyeHme AUCLUNIINHDI:

JIa6. 401

Komnbrorep RAMEC MTJI5-6400/8GB/500GB — 20 rur.

Kommyrarop HPJ9981A — 1 mir.

Komruteke st mpoBeeHHs JIEKIU, CEMUHAPOB M NIpe3eHTaIuii — 1 mr.
[MpoexTop Optoma W402 — 1mir.

Oxkpan Cactus Wallscreen — 1 mr.

19. ®oHA OLEHO4YHbIX CpeacTB

19.1. MNepeyeHb KOMNETEHLUN C yKazaHMeM 3TanoB (hopMMpPOBaHUA U NNaHUPyeMbIX
pe3ynbTaToB O0y4YeHus

| Kon u conepxanue | Mnanupyemble pesynsrathl | Otanbl hopmMmpoBaHUs | #0C




KomneTeHuun (Mnu
ee yacTn)

0obyyeHus (nokasatenu
OOCTWXKEHUST 3a[JaHHOTO YPOBHS
OCBOEHUS KOMMNETEHLMM
nocpeacTsoM (hopMmnpoBaHns
3HaHWN, YMEHWUI, HABbLIKOB)

KoMmneTeHuun (pasgernsb! (Tembl)
OVCLUMANHBI UM MOAYNS U UX
HanMmeHoBaHue)

(cpeaocTBa
oLeHVBaHuS)

OTl1K-3. CnocobeH
peLlarb
CTaHZapTHbIE
3agaun
npodeccuoHanbHoO
M 0eATenbHOCTN Ha
OCHOBE
NMHPOPMaLIMOHHON
n
onbnmorpaduyecko
M KynbTypbl C
NpUMeHeHNEM
MHOPMaLMOHHO-
KOMMYHWUKaLNOHHbI
X TEXHOMOIMN U C
Y4ETOM OCHOBHbIX
TpeboBaHu
NHOPMALIMOHHOM
6e3onacHoCTK

Ol1K-3.1 PeanusyeT Ha npakTuke
NPVHUMMbI, METOAbI N CPEeACTBa
peLleHns cTaHaapTHbIX 3agad
npodeccuoHanbHON
AeATenbHOCTH

1.2. MNoTokoBble Wndpbl

1.3. Bno4Hble wndpsbl

1.4. PexxnMbl paboTbl O/104YHbIX
wngpos

1.5. AyTeHTudmkaums coobLleHni
1.6. AyteHTndmumpyrowiee
wndpoBaHme

1.7. TunoBble 3aa4u 3aLLUUThI
WHpopmaunm

YCTHbIN onpoc

Or1K-3.2 Onupaetcs Ha 3HaHue
OCHOBHbIX NH(POPMALIMOHHBIX 1
onbnmnorpadniecknx NCTOHHNKOB
npu peleHnn 3agad

3.2. NMoTokoBble WndpsbI

3.3. bno4Hble wndpsbl

3.4. Pexxumbl paboTbl 6r10YHbIX
wndpos

MpakTnyeckme
3agaHuna 1-19

npodeccuoHanbHoOn 3.5. AyteHTudmkaumus coobLueHuin
AeATenbHoCTH 3.6. AyTeHTuduumpyoLiee
wndposaHmne
3.7. TvinoBble 3agayu 3aWwmThl
MHdopmMaLnn
Ol1K-3.3 Ucnonb3ayeT 1.1. KpunTorpadus B uctopmm n YCTHbIN onpoc
COBPEMEHHbIE MHCTPYMEHTbI KynbType

aKkTyanusauum nHgopmMauum o
cnocobax pelleHuns 3agad
npoceccuoHansHom
AeATenbHOCTU Ha OCHOBe
NHOPMALIIOHHOM 1
oubnuorpadunyeckon KynsTypbl

1.2. MNoTokoBble WupbI

1.3. BnoyHble Wwndpbl

1.4. PexxmmMbl paboTbl 6r104HbIX
Wwmndpos

1.5. AyTeHTudmkaLmsa coobLleHui
1.6. AyTeHTndmumpyroiee
wndposaHmne

1.7. TunoBble 3aga4un 3aLLnTbl
MHdopMaLnn

OrlK-4 CnocobeH
y4yacTBoBaTb B
pa3paboTke
CTaH4apToB, HOPM
W NpaBun, a Takke
TEXHUYECKOMN
OOKyMeHTaLuumu,
CBSA3aHHOMN C
npodeccnoHansHo
" 0eATenbHOCTbLIO.

OrlK-4.1 PewwaeT 3agayu B
obnacTtu npodeccunoHansHon
AEeATENbHOCTU, ONUpasicb Ha
3HaHWUA O CYLLIECTBYHOLLMX
cTaHgapTax, Hopmax 1 npaBuniax

1.4. PexxuMbl paboTbl 65104HbIX
wundgpos

1.5. AyTeHTudmkaumsa coobLeHunn
1.6. AyTeHTudmumpyrowlee
LwndpoBaHme

YCTHbIN onpoc

OrK-4.2 Bnageet npuHumMnamm
NPOEKTMPOBAHMS TEXHNYECKON
OOKYMeHTaLu1, CTaH4apToB, HOPM
1 npasun B obnacTu
npodeccuoHarnbHoOn
[EeATENBbHOCTY

3.2. [NoTokoBble Wndpsbl

3.3. brioyHble wndpsbl

3.4. Pexxumbl paboTbl 61104HbIX
wndpos

3.5. AyTeHTndukaumsa coobLleHnn
3.6. AyTeHTudpnumpyrouee
wngpoBaHmne

MpakTnyeckue
3apaHua 1-19

Ol1K-4.3 AHanusupyet
HeobXoOAMMOCTb CO3[aHUsI HOBbIX
CTaHOapTOB, HOPM M NpaBwi B
obnacTtu npodeccnoHansHom
AeATENbHOCTH

3.4. Pexxumbl paboTbl 6r104HbIX
wnopos

3.6. AyTeHTudpnumpyroiee
wndposaHmne

MpakTnyeckme
3agaHusa 1-19

Ol1K-4.4 OnucbiBaeT 0COOEHHOCTM
TEXHUYECKMX peLleHunin B obnacTtu
npod)eccuoHarnbHoON
AeATenbHOCTU B AOKYMEHTaLum

1.1. Kpuntorpadwms B uctopmum un
KynbType

1.3. BrioyHble Wndpsbl

1.7. TunoBble 3aga4u 3aLnUThI
WHpopmauum

YCTHBIN onpoc

[MpomMexyToyHas aTTecTaums

KM

19.2 OnucaHme KpUTEpMEB U LLKarbl OLLlEHUBAHUA KOMNETeHUMN (pe3ynbTaToB 00y4eHuns)
npu NPOMEXyTOYHOWN aTTecTaumm

| YpoBeHb




KpuTepumn oueHnBaHMs KOMNETEHL NN ccopmmpoBaHHocTh | Lkana oueHok

KOMMNETEHL M
O6yuatoLuincsa B NonHoOM mepe BrnageeT NOHATUNHBIM annapaTom MoBbILWEHHbIN OTtnunyHo
WHpopmaLmoHHOM 6e3onacHOCTM 1 KpunTorpadum, cnocobeH YPOBEHb

TeopeTnyeckn 000CHOBbLIBaTb CTOMKOCTb KPUMNTOrpadnyecKnx CUCTEM,
MOXEeT 0060CHOBaTb OTBET NpMMepamy, pakTtamu, cCbifikaMmm Ha
Hay4Hble UCCNEeAOBaHNS, YMEET NPUMEHATL TEOPETUYECKME 3HAHUS
0N peLleHnst NpakTUYeckMxX 3afaad, roToB K MPakTU4YeCKOMY peLLeHunto
3agayv ANCUUNINHBI C NCMOMb30BaHNEM COBPEMEHHBIX A3bIKOB
NPOrpaMMnpPOBaHUS 1 ONepPauMOHHbBIX CUCTEM.

O6yuatownincs Briageet NOHATUNHBIM annapaTtoM OUCLMMNIIMHBI, 3HaeT | ba3oBbi ypoBeHb Xopowo
orpaHn4YeHus n obrnactb NPUMEHNMOCTU PaCNPOCTPAHEHHBIX
KpunTocucteM, XoTa n 6e3 Teopetmyeckoro 060CcHOBaHUS, HO B LIENTOM
roTOB K NPUMEHEHMIO MOMNMYYEHHbIX 3HaHMIN Ha NPaKTUKE.
O6yuatominca 4acTMYHO BnageeT TeopeTn4eckMMmM OCHOBaMu MoporoBbIn ypoBeHb | Yaosne-
OUCLMNIINHBI, MOXET NpaBuibHO BbIbpaTh NOAXOOAWMA AN peLleHns TBOPUTESbHO
3agayun KpunTorpaduyecknin anroputMm, xota n 6e3 getanbHbIX 3HAHUR
O BHYTPEHHEM YCTPOWNCTBE U YCIOBUSAX NMPUMEHUMOCTH.
Ob6yuatouinca 4eMOHCTPUPYET OTPbIBOYHbIE, (oparMeHTapHbIe - Heynosne-
3HaHuWs, gonyckaet rpybble oLmnbKu. TBOPUTENbHO

19.3. TunoBble KOHTPOJbHbIE 3aAaHUA UMTU UHbIE MaTepurarnbl, Heobxoaumble AN
OLleHKU 3HaHUW, YMEHUW, HAaBbIKOB U (UNKn) onbiTa AeATEeNIbHOCTU, XapaKTepu3ayloLwue
3Tanbl hopMUPOBaAHUA KOMMNETEHUMN B NpoLiecce 0OCBOeHNA obpa3oBaTeribHOM
nporpamMmmbi

19.3.1 lNepeyeHb BONPOCOB K 3K3aMeHy:

Henu n 3anaun kpunrorpaduu. Knaccudukanuu mudpocucrem.

Kparkas ucropus mmmgppos u kpunrorpaduu. [lndpsr B turepatype 1 COBpeMEHHOU KYJIbTYypeE.

OnHOPa30BbIi OJIOKHOT M TEOPETUKO-UH(OPMALIMOHHAsI KPUIITOCTOWKOCTS, ndp BepHama.

I'enepatopsl niceBnocnyyaitnoii gucen (I'TICY). Cratuctuueckue tectsl Ha ['TICY 1 KpunTOCTOMKOCTH

I'TICY. ITpumepst ['TICY, npuroIHeIX 1 HENPUTOAHBIX ISl KPUIITOCHCTEM.

Peanuzanus ataka «BcTpeun nmocepeanHa» Ha npumepe CSS.

CemaHTHYeCKasi KDUIITOCTOHKOCTD.

[onsarus ncenocnyuaitnoit pynkimn (IICD) u necenocnyyaitnoit nepecraHoBku (IICD). KpuntocToiikocTs

[IC® u [ICII.

8. TloctpoeHre NOTOKOBOTrO Hixdpa Ha OCHOBE OJIOYHOTO.

9. Kparkas uctopus crangaprusanuu muppoB DES n AES.

10. Certp Deiictens u e€ cBoiicTBa. Teopema o CTOHKOCTH TpEx3BeHHOH cetn DeficTens.

11. MocTtpoenne O6I0YHOTO MIHPpPa HA OCHOBE TOTOKOBOTO.

12. Buytpennee ycrpoiictBo mmppoB DES u AES. M3BectHeie ataku Ha DES u AES.

13. YcosepmencrBoannsie Bepcuu DES: mmudper 3DES u DESX.

14. TloHsTHs O IMHEWHOM U AU PEepeHIIMaTbHOM KPUIITOAHATN3E OJIOYHBIX HIH(POB

15. ATtaxu 1o CTOPOHHUM KaHaylaM. J[eCTpyKTHBHBIE KOMITMIATOPHBIE ONITHMU3ALINH.

16. CroiikocTh 0JIOYHBIX IUPPOB AJIsI JJTUHHBIX COOOIIECHHH.

17. Pexum pabotsl 6104HOTO mudpa: «dmexkTpoHHas konosas kuura» (ECB).

18. Pexum padotsl 610uHOTO mKdpa ¢ nerepMuHrpoBanHbM cuérunkom CTR.

19. Pesxxum paboTsl 6109HOTO mIHdpa ¢ 00paTHO cBsa3bio 1o mHppoTtekcty (CBC).

20. PangomusupoBanHbIe HPHI Kak crioco0d npenorBpamenns CPA-aTak.

21. Nnannmannsupyronmme Bekropa (IV) 1 ogHOKpaTHO HCIoab3yeMble uncia (nonce) Kak crocoOb
npenorBpauienus CPA-arak.

22. Magnuar nocieaHero 06J0ka cOOOMeHUs IPU OJOYHOM M POBAHUH.

23. Ilpenens! 6e3omacHOro Uctoab3oBanus mudpos B peskumax CTR u CBC.

24. KontponbHble cyMMBI, koabl ayrenTudukanun (MAC) u xenr-QyHKIUH ¥ X OTJIMYUS JPYT OT ApYra.

25. Kpunrorpaduueckas croiikoctb MAC.

26. Tloctpoenne MAC Ha ocHoBe [ICO.

27. Pacnipocrpanénnbie koncTpykunu MAC Ha ocHose [IC®: ECBC MAC.

28. Pacmpocrpanénnbie koHcTpykunu MAC Ha ocHose [ICD: NMAC.

29. Pacrnipocrpanénnbie koucTpykunn MAC Ha ocHoBe [ICD: PMAC.

30. IMagnuar nocieaHero 0JI0Ka Kak CPeICTBO MPOTUBOJCHCTBHS aTakaM yJUIMHEHHUs! COOOIIEHHMS.

PN PE
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31
32.
33.
34.
35.

36.
37.
38.
39.
40.
41.
42.
43.
44,
45,
46.

47.
48.
49.
50.
51.
52.
53.
54,

Omnpenenenne xem-GyHkui. Kommzun xenr-QyHKInui ¥ X CTOWKOCTD K KOJUTU3ZHSM.

IMapanoxc gHEH POKAECHUS U MOUCK XEII-KOJUIM3HH TTOJIHBIM IIepebopoMm.

Crpyktypa Mepkia-/lamropa kak criocod mocTpoeHust Xem-QyHKIAN JTHHHBIX COOOIIECHHM.
Teopema 0 KOJUTM3HUAX MEPKI-JaMIOPOBBIX Xel-(QyHKIHUIA.

Crpykrypsl [IaBuca-Meliepa u Musirytu-IIpenens Juis mocTpoeHns! OAHOCTOPOHHEH (DYHKIMHU CKAaTUS IS
HCII0JIb30BaHus B CTpyKType Mepkina-/lamropa.

HMAC kak crioco6 moctpoerrne MAC Ha 0CHOBE XeII-(h yHKITHIA.

Kparkwuit 0030p xenr-)yHKIUH, HCIOIB3YEMBIX B COBPEMEHHBIX IIN(PPOCUCTEMAX.

[NonsTHe nenoCcTHOCTH MUGPOTEKCTa U ATAKU HA OCHOBE No00panHoro mudpotekcra (CCA).
udpst ¢ ayrenTudukanmeit (AE-mmdpsr) kak cpencro npotuBoaericteus CCA.

[Ipumeps! cuTyaluii, B KOTOpEIX HeoOXoanMo ucnoip3oBanne CCA-CTOHKIX mUPPOB.

Cmoco06s1 moctpoerne AE-mmdpa npu momomu cummerpuaHoro mudpa u MAC.
Accormunposannsie nanHble AE-mmgpotekcra (AEAD). VcnionszoBanne AE-mmdpos B TLS 1.2.
udpoBanme oTACTHHBIX (HANIOB U KaTaJIOTOB.

[MomHOOMCKOBOE IIH(pPOBAaHUE.

KoHTponb npaB mosip30BaTeNneii B MHOTOMOIBE30BATEIECKIX ONEPAMOHHBIX CHCTEMAX.
Wnentndukanus, aBropusanys U ayTeHTH(UKAIKS 110JIb30BaTENCii B KOMIBIOTEPHBIX CETSAX M OHJIANH-
CepBHUCax.

3almra ceTeBbIX MPOTOKOIO0B Ipu nomouu TLS.

Texnonoruu i coznanus VPN-cereit.

Nubpactpykrypa oTkpbiThix Kimoueit (PKI).

duznyeckue cpecTBa 3aIUTh HHPOPMaIUH.

IOpuandeckue cpeacTa 3amnThl HHPOPMAIMHU: aBTOPCKOE U MATEHTHOE MPaBo.

IOpuandeckue cpeacTa 3amUThl HHPOPMAIMHN: PEKUM KOMMEPYECKON TaifHBI.

3aKOHbI 0 KpUIITOTpa(uu B Pa3HBIX CTPaHAX.

OtedecTBEHHBIE KPUIITOTPA(YHUIECKHIE AT OPUTMBI.

19.3.2 lNepeyeHb NpakTuyeckmx sagaHum

©oNo G A~MLNE

el =
= O

12.
13.
14.
15.
16.
17.
18.
19.

MporpammHas peanusaums wudpa Liesaps.

MporpammHas peanusaums wudpa BuxeHepa.

B3nom wncpos NpocTon 3amMmeHbl Npu NOMOLLM YaCTOTHOrO aHanmaa.

ViccnegoBaHune CTaTUCTUYECKMX CBOMCTB JIMHENMHOIO KOHIPY3HTHOMO reHepaTopa.
Ucnonb3oBaHue 6atapeun ctatnctnyeckmx Tectos dieharder gna tectuposanus IMMCY.
LLndbpoBaHmne annos npu NoOMOLLM KOHCOSbHON KOMaHabl openssl.

Wcnonb3oBaHue 6nbnuoteku Crypto++.

YckopeHue BblumcneHns AES npu nomoLLm MHCTPYKLUMiA aesenc/aesenclast.
Peanusauns 6no4Horo wudgpoaHus B pexmnmax AES-128-CBC n AES-128-CTR.

. Ucnonb3oBaHne MHCTPYMEHTOB KOMaHAHOM CTPOKU Linux ANg BblYMCNEHNA XeL-yHKUNUA dhannos.
. Ncnonb3osaHne moayns hashlib crangaptHon 6Gubnuotekn Python ang BeluncneHus xewwu-

dyHKUMNA.

Mounck konnuanm xew-dyHkumn MDS meTogom nonHoro nepebopa.
AyTeHTudmnumpyowee wndposaHne coobuieHms npu nomowm Chacha20+Poly1305.
HacTtpovika nonHoanckosoro wudpoBaHus npu nomowym Veracrypt.

HacTpolika nonHoanCKoBOro wngposaHna npun nomoum cryptsetup/LUKS.
YnpaBneHus npaBamMu norib3oBaTernien npy NOMOLLM KOHCOSbHbIX KoMaHA Linux.
YnpaBneHue npaBamMu nonb3oBartenen npy NnoMoLLm rpynnosbix nonmMtuk Windows.
Hactporika VPN-cetn npu nomowm OpenVPN.

Hactpolika VPN-cetn npn nomowm Wireguard.

19.3.4 TecToOBbIE 3agaHNA

19.3.4 lNepeyveHb 3agaHnmn Anst KOHTPONbHbIX paboT

19.3.5 Tembl KypcoBbIX paboT

19.3.6 Tembl pechepaToB



19.4. MeToan4yeckue matepuansl, onpegensiolyme npoueaypbl OLLeHUBaHUA 3HAHUMN,
YMEHUN, HaBbIKOB U (UNK) oNbiTa AeATENIbHOCTU, XapaKTepu3yrLwWwmx 3Tanbl
¢hopmMupoBaHUA KOMNETEeHLUN

OueHKa 3HaHWI, YMEHNA N HaBbIKOB, XapakTepuaytowas atansl hOpMUPOBaHMSA KOMMNETEHLMIA B paMKax
N3y4deHnsa ONCLMNITMHBI OCYLLECTBSIETCS B XOAE TEKYLLEN U NPOMEXYTOYHON aTTeCTaLMN.

Tekywaa aTrectaumMs MPOBOAMUTCS B COOTBETCTBMM C [lonoxkeHMeM O TeKywen arrectaumm
ofyyvatoLmxcsa no nporpammam BbiCLLEro 0Opa3oBaHnss BOPOHEXCKOro rocyaapCTBEHHOrO YHMBEPCUTETA.
TekyLwwaa atTectaums nposogutcsa B hopme TectupoBaHus. Kputepum oueHmMBaHNA NpMBeaeHbl Bhille.

lMpomexyTouHast aTTectauMsi NPoOBOAUTCA B COOTBETCTBUMM C [lonOXXEHMEM O MPOMEXYTOYHOM
aTTecTaumm oby4varLwmxcs no nporpaMmam BbicLero obpasoBaHus.

KOHTpPONbHO-U3MepUTENbHbIE  MaTepuanbl  MPOMEXYTOYHOMW  aTTectaumMmM  BkNw4dawT B cebs
TeopeTnyecKne BOMPOCHI, NO3BONAIOLLME OLEHUTb YPOBEHb MOMYYEHHbIX 3HAHUM U MPaKTUYECKUE 3agaHus,
NO3BONAOLLMNE OLLEHUTb CTENEHb CHOPMUPOBAHHOCTU YMEHMWIN N HABbLIKOB.

Mpy OUEHMBAHUM UCMOMb3YHTCSA KadeCTBEHHbIE LWKamnbl OUeHOK. KpuTepun oueHuBaHWs NpuBEOEHbI
BbiLLE.



